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Meroanueckne peKoMenJanuy 0 pa3sMeleHHH Ha HHGOPMAIIHOHHBIX CTeHAAX,
OpHUNAILHBIX HHTEPHET-CARTAX U APYIrHX HHOOPMALMOHHBIX pecypeax
00meoGpa3oBaTe/bHbIX OPrAHH3ANHN H OPIAHOB, 0CYIIECTBANI MY YIPAB/IeHHe B cdhepe

obpazoBanus, HHpopmaumu 0 Ge30MACHOM [TOBeACHHH H HCNO0Ib30BaHHH ceTH «MHTepHET

Oxcnepramu M wicHamn BpemenHoit komuccud Cosera ®defepanuyu Mo pasBUTHIO
HH(OPMALMHOHHOIrO OOLieCTBA B pamKax BBINOJIHEHHS pPEeKOMEHIAUHH NaplaMeHTCKUX
CIyLIaHWH «AKTyalbHble BoOmpochl ofecnieucHus Oe30MaCHOCTH M pa3BHUTHA  JeTel B
HH(OPMALIHOHHOM 11POCTPAHCTBE), KoTopele npowman B Cosete Genepanuu 17 anpens 2017 r,,
ObutH  pa3paboTanbl METOMHYECKHC PCKOMCHIAUWA O Da3MEIIeHHH Ha WHGOPMALHOHHBIX
CTEHIaX, OQMUMATBHBIX WHTEPHET-CaliTax W  JPYIHX  HH(pOPMAUMOHHBIX pecypeax
00meo0pa3oBaTeNBEHEIX OPraHH3alMil W OPraHoB, OCYIUECTBISIOLIUX yIpaBieHHe B cdepe
oOpasosanus, HHGOPMALKK 0 Ge30M&CHOM MOBEJCHWM M MCIOTHh30BAHUM CETH «HMHTepHETY
(namee — METOAMUYECKHE PEKOMEHIALIH).

MCTOLILH‘{GCKHG PCKOMEH/ALMH HAIIPAB/ICHBl Ha Ka4EeCTBCHHOE I[OBBIIIEHHE YPOBHS
MHQOPMALIMOHHON  JesTe/bHOCTH  00Meo0pasoBaTeNblbX  OpraHH3auuit  H Oprasos,
OCYLIECTBISAIOUINX YIIpaBIeHHE B chepe 00pa3osanus, B 4aCTH HHPOPMHUPORAHHS YUAILMXCS, HX
poauTenei (3'511{0[«1HLIX MPEJCTaBHTEIeH) H Nearornueckux paboTHHKOB 06 OCHOBHBIX acmeKkTax
unpopManHOHHON Ge30nacHoCTH.

Merognyeckue peKOMEHIALHM [O3BOMAT 0O0LIE06pa30BaTENbLHEIM OpraHH3alMsIM H
Oprasam, OCYILECTBIAIOWKM YNpapicHue B cdepe oOpa3oBaHHs, aKTYATM3HPOBATbL yie
HCTIOJIb3YEMbIC M PAa3MELIEHHBIC MHDOPMAIHOHHRIE MATCPHANIBI, TAK H IIOATOTOBHTE HX B CiTyyae
UX OTCYTCTBHMA C YYETOM NYULIHX [PAKTHK H PeKOMEH1aluH,

B pamKax MCTOAMYECKHX PEKOMEHAALMH PACCMATPUBAIOTCS CIIEAYIONTHE HHCTPYMEHTEL:

1. unbopManKOHHbIE CTCHIDI;
2., o)HIHAIBHBIE HHTEPHET-PECYPCDL;
3. cpejicTBa MacCOBOH MHOOPMAIHK (IUKOMLHEIE Ta3€Thl, NEJArOTHYECKHE H3AAHHS

, M Apyrue),

Hughopmayuonnvie cmendwr
Ha = undopmaumomseix  crempax B 06meobpasoBaTenbHbIX OpraHH3aLHsIX,
pacnolloXeHHbIX B dofe yupexaenuii w B xaOMHETaX, OCHAIICHHbIX [EPCOHATHHBIMU

YCTPOHCTBAMM IUIA BBIXOUA B CeTh «FIHTEPHET», PEKOMERTYETCS PA3MECTHTD HH(POPMALHOHHLIE




NaMATKH, COAEPXKAIIHE OCHOBHBIE COBETHI 10 O0eCMeYeHUIO HHPOPMAKHOHHOH 6e30MacHOCTH
YYALLHUXCH.
B mpunokernn Nel K MCTOAMHECKHM PEKOMECHAALMSAM Ipe/CTas/ieH o6pasel naMsTKu

JUTA pasMeIleHHd Ha HII@OPM&HHOHHBTX CTEH/1axX.

Cpedcmea maccoson ungopmayuu

B cpeacrsax  maccosoit  mHpOpMaUWH, OPHEHTHPOBAHHRIX Ha 0OydaIOMMXCH,
PEKOMCHJIYETCA B TE4eHHM y4eOHOro roja perymspHo myGiuKoBaTh HMHQOPMALMOHHbIE
MaTepHallbl, MOCBAMICHHBIC OTAC/bHBIM ACIEKTaM HHQOPMAUHOHHOH GE30MacHOCTH, a TaKke
pasiiMyHbIe NaMsATKH 001ero xapakTepa.

B cpencrsax maccoBodl mHbOpMAUMM, ODHEHTHPOBAHHBIX Ha [e1aroruveckyro
ODLIECTBEHHOCTD, PEKOMEH/IYEICH B TCHEHHM KANEHJAPHOrO TOfa PEryJispHO ny6IHKOBaTEL
HH(OPMALMOHHEIE MATepPHAIbl, NOCBALICHHBIC OTACABHBIM AaCHEKTaM HH()OPMaALIHOHHON
be30nacHOCTH KaK HECOBEPLIEHHONETHUX, Tak H 00Ie06pasoBaTebHbIX OpraHM3alMi, a Takxke
PA3IMUHbIE MAMATKH, O0030pEl HOPMATHBHO-TIPABOBOrO PETYNHPOBAHHS NAHHOMN cepsl u
HH(OPMALIHIO O AKTYATBHBIX MEPOUPHATHAX 1 COOBITHSX B JIaHHOI chepe.

B xoge npomenenus Eammoro ypoka o Ge3omacHOCTH B ceTH «HUHTEPHETY
PEKOMEHYETCs 06eCnedHTh BBITYCK TeMATUYECKOIO BBIIYCKA CPE/ICTBA MACCOBOH HHMOPMALHY
6O cepuy MyG/IMKALMH, CPeIM KOTOPBIX PACCMOTPETh OPraHH3OBAHHEIE MEPONPHATHS JUIA

o0yvalolIHXCA, WX pomMTenel  (3aKOHHBIX [PCACTABUTENEH) W [Iearoru4eckou
O0LIECTBEHHOCTH.

Opuyuanvivie Himeprem-pecypeut
ObuicobpasoBaTenbbiM  OPraHM3alMAM DPEKOMEHIYETCS Ha CROWX opHIHANLHEX
HHTeprer-pecypcax odecneynTs (GYHKUHOHHpPOBaHHE CaMOCTOATENBHOIO H
CeLUaTHInpoBanHoro pasaen «Mupopmaumonnas 6e30macHOCTY, B pamKax KOTOpOTo

MPEAYCMOTPETD Pa3MELLCHHE CIIEAYIOMWelH HHPOPMALIHH:

Ne Paszea/moapasnen | @opmar Conepskanne maTepHanos
| mpeacTaB/ICHHS
B MATEPHAI0B
1. | Jlokanbible HOPMATHBHBIE Komun noxymentoB B | PasMelwnarorcs xonus
aKThl B cepe obecneuenus | popmare *PDF JOKYMEHTOB, T.€. CKAHHPOBAHHBIH
HHPOPMATHOHTIOH BapUAHT JIOKYMEHT4,
OesonacHoCcTH COOTBETCTBYIOIHNH TpeboBanmsmM




ofyvaluromuxcs

K IlapamMerpaM CKaHUPOBaHHS.
PasmeraroTcs JOKyMEHTBI,
periaMeHTHPYIOUIHE
OpraH{3anuio u pabory ¢
MepCOHATBHEIMH JAHHBIMH,
IUIaHbl MEPONPHUATHH 110
ofecnedeHn0 HH(POPMAIIMOHHOH
OezonacHOCTH 0OyUaKOMHUXCs U
JOpYyrHe.

['2

HopmaTtueHoe
pery;iHpoBaHue

!

Konnn JIOKYMEHTOR B
topmare *PDF

[Ty6GmukyroTcs aKTyanhHble
cBegerus 06 denepasbHBIX H
PErHOHATBHEIX 3aKOHAX, MHChMAx
OPraHoB BJIACTH U Apyrue
HOPMATHBHO-TIPABOBLIE
AOKYMEHTB], perIaMeHTHpYomue
obecneuenue HHOOPMALMOHHON
fe3onacHoCTH
HECOBEPILEHHOETHHX.
JlonyckacTcst BMECTO KOMui
pa3sMeLLaTh THIIEPCCHUIKH Ha
COOTBETCTBYIOIME JOKYMEHTE] Ha
CanTax OprasoB roCyAapCTBEHHON
BJIACTH.

[Tenarornuscrum
paboTHHKaM

Texct Ha cTpanuLe
cafTa

' Konuu 10KyMEHTOB B

tpopmare *PDF

Pasmematores MeToaudecKue
PEKOMEHIALHH H YKa3blBACTCA
HHGPOPMALUHUA O MEPOTIPUATHSX,
TMPOEKTax ¥ Nporpammax,
HAITpaB/IeHHBIX Ha MOBLIICHAES
HH(BOPMAIMOHHON IPAMOTHOCTH
Nearoruueckux paboTHHKOB.

Ob6yyaromnmes

‘Texcr Ha cTpaHuUE
caiita

Pasmewaercs uHpopManHonHas
namsaTKa (npunoxenne Ne2) u
yKasbBaeTcs WHMopmanms o
MEpONPHATHAX, [TPOEKTAX U
porpaMMax, HalpasJICHHBIX Ha
MOBBILICHHE HHPOPMALMOHHOM
rPaMOTHOCTH 00Y4aIOMHMXCs.

NPe/ICTABHTE/IAM)
00 yHaromuxest

PopuTensM (3aKOHHBIM

Texcr Ha cTpanuIe
cafiTa

Pasmemaercs undopmanuonnas
namaTka (mpraoxeHue Ne3).

derckue desomacHble calTel

Texcr Ha cTpanume
caira

Pasmewmaercs uudopmaunsg o
PEKOMEHIYEMBbIX K
HCITOJTK30BAHHIO B yueOHOM
npouecce 6e30nacHbIX cairax,
OanHeps! 6€30MaCHBIX AETCKHX
CanTOB.

OpranaM, ocymecTsamommm ynpasneHue B chepe o0pasoBamHs, PEeKOMEHIYeTCH Ha

CBOHX OpuuMatbhbX MiTepreT-pecypeax obecneunts QyHKIMOHUPOBAHNE CAMOCTOSTENBHOTO

¥ CIeUHATH3MPOBAaHHOro pasjael «Mudopmaunonnas Ge3omacHOCTb», B pamKax KOTOPOro

NpefyCMOTPETh pa3Melierne crieayiomnell uudopmanuu:




Hpunoxernue Noi. Mamsarka gag obyuaromuxes of HHpOpManHonHoi Gesonacuocru pereij

HEJIb35]

1.

2. Otkpbiars BIIOJKEHHBIE haiipl JICKTPOHHOK MOYTH, Korma He 3HaeWb OTNpaBuTe s,

3. TI'py6urs, NPHANPATBCA, OKA3BIBATE AABIICHHE — BECTH ceby HEBEIKITHBO 1 arpecCcHBHO;

4. He pacnopsxalics newsramy TBOCH ceMbH Ge3 paspernenpg Crapuimx — mseerpa
CHpallKBai poaureeii;

5. He scrpevaiics ¢ I/Im'cpnc'r-maxommmn B DCANBHOH KM3HM - TIOCOBETYHCH co
B3pOC/bIM, KOTOpOMY J0Bepsenp.

OCTOPOXHO

l. He Bce NHIYT npaBay. Yuraems o cebe nenpasny B Hnreprere — co0bmu 06 31oM
CBOMM poIuTeNnsM win OlleKyHaMm;

2. Tpurnamaror TCPENHCLIBATL A, HIpayh, o0MeHuBaTECT — [IPOBEPE, HET JIM noABOXa;

3. Hesakonnoe KOnuposanue daiinop r Hnrepuere — BOPOBCTBO;

4. Bceraa PacckasbiBait B3pocpv o npobriemax B cetn — opy BCeraa nomoryr;

3 Hcenonpayn Hacipokxn 6GesonacHocTy W NpPHBATHOCTH, 4YTO6p pe TOTEPATE cBoy
AKKaYHTBI B COLICETHX | APYTHX nopranax.

MOXHO

1. Yeaxai APYIHX Nob3oBareiei;

2. TMonssyeuses I/IHTepHET-HCTOL{HMKOM — Aenad cChUIKy Ha HEro;

3. Orkpbisaii TOJILKO Te CCbLIKH, B KOTOpLIX yBeper:;

4. Obwarncs 33 [IOMOIIBIO B3pOCHBIM — POLHTENN, OneKyHEI g AIMHHACTpAILNA caiiTop
Beeraa nomoryr;

3.

Ipoitan 06yuenne na caitre «CereBuuoky y NOTysm nacnopt uudposoro rpaxjaHuna!



Hpunoxenne Ne2, Hudopmaunonnag MAMATRA Qs 06y yaomunxes 1is PaiMemenus na
OPHUHAbHbIX HHTepHeT-pecypcax

CaMLIX aKTHBHBIX TOTB30BaTesCH Pynera. Mexny rem, IOMHMO  OrpOMHOrO KomHMuecTRa

BOIMOMHOCTEH, HHTEpHeT Hecer i npobiaemsl. Ita namaTka AOMKHE oMoy Tebe Gesomacuo
HAXOMUTECH B ceTH,

Komnvromepnuie BUPYCHI

AI0NONHEHNE K 3ToMmy, BHDPYCBI MOTYT MOBpeauts iy [IOJTHOCTBIO YHHYTONHTEL Bee baitier u
AQHHbIE, MOAKOHTPOTbHEIE [TOJIb30BATEMO, OT UMCHH KOTOporo 6su1a 3anymena 3apakénnay
lIporpamma, a takske TMOBPEAHTL MM nake YHHYTOMHTE OTICPAHOHEYIO CHeTeMy co BCEMH
balinamu B uenom. B BoJibluHHCTBE CI1yHaeB pacnpocTpansiorcy BHDYCHI Yepes uuTepHer,

Merons! samuTe or BPEAOHOCHEBIX NMporpamu:

I. Hcnonssyit COBPEMEHHEIE ONepaunoHHLIe CHCTEMEI, HMEMOMHe CePLEIRBIH ypoBens,
3aILATHI OT BPEIOHOCH bIX npoTpamm;

2. Tlocrosmno YCTaHasJ/IMBail nayry (undpossre 3allIaTKH, KOTOpbIie &BTOMaTHYeCKy
YCTAHABIMBAIOTCA ¢ Leinio nopabrku porpaMmel) H pyrue OGHOBIIEHHS CBoej
OTICPALIMOHHON CHCTeMbI, CxaunBai ux Tompko ¢ opHLUHAILHOrO caliTa paspaboryuxa
OC. Ecrmu CYLICCTBYET pecum 4BTOMAaTHYECKOrO OOHOBNEHHS, BKIIOYY €ro;

3. Paborait Ha cBoewm KOMITbIOTepe nox npapamu [IonB30BaTess, g He aIMHEHCTpaTOpA,
19 He mo3BomuT GonbmuncTay BPELIOEOCHLIX Iporpamm HHCTAJUIHPOBATLECS Hg
TBOEM MepCOHANBHOM KOMIIbIOTEpE;

4. Henoneayis AHTHBHPYCHBIE IIPOrpaMMHbie FIPONYKTEI H3BECTHRIX IPOU3BOMHTENEH, ¢
ABTOMATHYCCKMM OGHOB/EHHEM 6as;

5. Orpannup busuyeckuit noctyn k KOMIIbIoTepY j1g NOCTOPOHHKUX JIH1;

0. Hcrnonwayi BHEINHHE HOCHTEIH HHGOPMALMK, Takue kax bnemxka, quck uu Gaiin u3
HHTEPHETa, TO/IbKO K3 npodepeHnsix HCTOYHHKOB;

7. He otkpssaii KOMIBIOTEpHEIE (atinpi, NONYYeHHbIE M3 HeRan&KHELK HCTOYHHKOB,

Haxe Te Gater, KOTOpeIe mpucnan Teoj 3HAKOMBIH. Jlyymre yroumy Y Hero,
OTIPaBIIsN U OH Tebe nx.

Cemu WI-FJ

B 1991 rogy HAZICpIAHACKAT KOMMTaHug S8PErUCTPHpOBana Gpenn «WECA», uto obo3nagao
C/1oBocoyeTanne « Wireless Fidelity», KOTOPEI nepesoauTes kak «GecripoBoanas TOYHOCTEY.

o Hnamero BPEMEHH Journa ipyras aGOpeBuarypa, KOTOpas sBnsercs Taxop ne
TCXHOJOrHe, D1o ab0pesuatypa «Wi-Fi», Takoe HasBanue 66110 mano ¢ HAMEeKOM Ha cranpapr
BLICIURH 3BYKOBO#H TexHuky Hi.F i, 4T0 B nepesoge O3HAYACT «BBICOKAA TOYHOCTLy,

Ha, 6acqnaTHr,iafx HHTepHET-n0CTy I 3 Kaje, ortensax u A2ponoprax gBnseTcs OTIIHYHOM

BO3MOXHOCTEI) )BEIX0Ja B uHTepHeT, Ho MHOrHe SKeneprsl CHYHTAIOT, yTO obmenoctynume Wi-
Fi cern ne ABIAOTCS Ge30nacHbMy.

Cosetsl o Gesonacuooy pabore B obIenoCTYnHBIX cersx Wi-fi:



I. He uepenasa#t csoo THIHYIO MHQOPMaLMIO yepes obwenocrynuele Wi-Fj CeTH.
Paboras  nux, KCIIATEIBHO He BBOJHTL TapOTH 0CTYIIA, JIOTHHB H Kakue-ro
HOMepa,

2. Henomnsyht u oSHosnsi; AHTHBHPYCHBIE TPOTPAMMBI H Gpannmayep. Tem camumm ThI
ofe3onacums cebx or 38Ka4KH BHpyca Ha TBoe YCTPOHCTBO;

3. Ipn HCTIONB30BaHMH Wi-Fi orxmoun dynkuur «O6ummi moctyn Kk adinam u
HpHHTEpamM». Jlammas dyuxius JaKPbITA 10 YMONYaHMIO, OFHaKo HEKOTOpEIe
N0JIb30BaTeIH AKTHBUDYIOT €€ /1 yno6eTRa HCIIONBE30BaHMsA B paboTte um y4aele;

4. He HCTIONL3yH nmyOnuunsit WI-F] g MEpClatin JIHYHBIX NaHHBIX, HampuMmep s
BLIXOZA B COLMALHEIE CETH MM B JMEKTPOHHYIO MOYTY;

5. Hnonssy#t Tonbko SAIIHUECHHOE COeNMHEeHHe uepes HTTPS, a ue HTTP, te. npH
HaGope BeG-agpeca BBOIN HMEHHO «https://»;

6. B mMob6mibnom TesedoHe  oTKmMOYK dyrKIHIO «lomkmouenne i Wi-Fi

aBTOMAaTHYCCKHY. He Aonyckai aBTOMaTHYeCKoro TOAK/IIOYEHHA yeTpoeTsa k CeTSM
Wi-Fi 6e3 tBoero cornacus.

Ll
Coyuanvnvie cemy

TaM nocToqHHo, a B Facebook YHE 38perucTpupopan MHAJLTHAD/ 4e/I0BeK, YTO ABIgeTCH OIHOH
CEABMOR BCeX XHTeNeH MnaneTr MHorne nonssosarenn ne TTOHAMAIOT, 4TO HH(OpMans,

Pa3MeIeHREAs UMy B COIHATBHLIX CeTAX, MOXKeT OBITE Haltyena u HCII0JIB30RAHA KeMm YTOZIHO, B
TOM HHC/IE He 06s3aTennho ¢ Ouraramu HaMepeHusmMH,

OcroBHsIe coBeTs! mo OesonaciocTy B counamsrpx CeTAX:

1. Orpanuus cnucox Apysed. VY 1ebs B mpyspax me ACJDKHO ObITh Cywaiinpx g
HE3HAKOMBIX Jionei;

2. 3ammmai cpoio HacTHYIO u3Hb. He ykaspsaii l1apony, Tenedomsl, anpeca, Aaty
TBOCTO poxaeHHs W 1pyryio JHYRYI0  uHGOpManHIo, 3noymeiminerauky MOTYT
HETONB30BATD AKE MHDOPMALMIO 0 Tom, Kax Th " TBOH pOJuTenH niammpyere
TIPOBECTH KAHHKYIILI;

3. 3aummai ceoro PEIYTAUHIO - nepikK ee B qucToTe I 3allasal ceGe BONpoc: xoTen 6y
Thl, 4TOOBI fpyrue moss3oBareH BHACIH, 4TO TBI 3arpyxaerms? Monymait, npexze
HeM UTO-T0 omy6mmKkoBarh, HamucaTs 1 3arpy3uTh;

4, Ecmu Thi FOBODHINL ¢ JionbMH, KOTOpBIX He 3Haems, He HCTIOIB3YH CBOE peansHOe

HMA H ApYTYIO muunyro HHDOPMaUKH: uMa, Mecto KUTCIBCTBA, MECTO yuefpr y
npovee;

7. lna counatpnoi CCTH, NOYTEI H APYTHX calToB Heobxoaumo HCIIOJIb30BATh pasHple

llapomn, Torna ecnu te6y B3I0MAIOT, 10 3n0yMBIIIe R RIKY [IOTy9aT J0CTYN Tombko
K OIHOMY MecTy, a He Bo Bee cpasy.

Jnexmpornvie denvoy

JEKTPOHHLIE ferpry — ITO 0Y€Hb ynobuel cnocof n1aTexel, ogHako CYLIECTBYIOT
MOUICHHHKH, KOTOPEIE XOTAT [IONYYUTE 3TH QeHBrH,



B Poccun ke omnu dyHkuROHHMpPYIOT ¥ o HHX YK€ NPONHCaHO B 3akome, rne mx
PA3ACISIOT Ha HECKONBKO BHAOB — AHOHHMHBIC M HE AHOHHMHLIe. Pasinua B Tom, yro
4HOHHMHBIE - 3TO Te, B KOTOpBIX paspewaeres nposomuts Onepanun 6e3 uierTHuKanun
[10/Ib30BATe.IA, 4 B HEAHOHHMHBIX HIEHTHOHKALKMK 101b30BaTe g ABNACTCSA 00a3aTenbHO,

OcHOBHEIE coBETHI MO Gezonacuoi pabore ¢ snexTponsEME HNEeHbIaMH:

1. Ipuesxm CaeTy MOOHIbHBIN Temedon, Do CaMBIlt ynoGHbIH u OBICTPEIA croco6
ROCCTAHOBHTL mocTynm K cuery. Ilpussasannsrii Teaedon nomoxer, eciu 3abyaern
CBOH I1aTekHmpIif 11apOJIL Hw 3afinems Ha caiT ¢ HE3HAaKOMOr'o yCTpoiicTaa;

2. Henomesyit OAHOpazoBele mapomu. [Tocne Tiepexona Ha ycuiennyio ABTOPH3aIIHIO
Te0e yxe He Gyner YTPOXaTh ONaCHOCTEL KpaskH uip TICPeXBaTa NIaTeRHOro napojys;

3. Bribepu CJIOKHBIA napons. [pectynuukam Oyzer we mpocro YraJaTe ClOMKHBIT
napons. Hagexuple Napo.14 — 310 naposy, KOTOpEIe coxepxar He mexee 8 3HaKO0B H

Takue Kax 3Hak nosiapa, byHTa, BOCKTHIATe/ILHEIN 3HaK U T.17., Hanpnmep, $tROng!;;
4. He BBoaH cBOXM JTHYHbIE TaHHDBIE Ha calitax, KOTOPBIM He 1oBepsemms,

Inexkmponnas nouma

MOJIYHEHHIO 3NIeKTPOHHEIX cooOuienuii, kotopsle pacnpenensiores B KOMITLIOTEPHOH cerq.
O6bryno YICKTPOHHBIE  mOYTORRH TLHK  BRIMAZHT  che;yromm o0pazom:

UMA_TIONB30BATEN s @HMs_nomena. Taxe kpome fIepenau  mpocroro Tekera, HMeercs
RO3IMOKHOCTE I1epeasaTs dhadig.

LIEpPBEIiL B pefTHHTE;

2. He ykazbisai s JHYHOR 1mouTe Juynyo HH(OpMarHIo, Hanpuwmep, nyqure BRIOpaTy,
<<M},’3Lma.r1bnmﬁ_t1)aﬂar@» HIH «pok2013y» rmecTo «Temal3y;

3. Hcnonsayii ABYX3TAIIHYIO aBTOpU3aNMIO. 310 KOrAA moMUMO [IPOJIA HYXKHO BBOIMTE
KO, npuckLIaembIi 110 SMS;

4. Beibepn cnomunii napose. s kaskzoro TIOYTOBOrO sHKa HOMKEH Grmy CBOI
HAJEKHBIH, YCTONYHBLIY K B3J10MY napogp;

Si Ecim ecry BO3MOXHOCTD HarucaTs CaMOMy CBOM JIMYHBIH BOIPOC, Hemone3yi Ty
BO3MOXXHOCTE;

alpecaramMH, KOTOpbIM T AoBepsews, Orto SACKTPOHHBIR  anpec ge Hazo
HCIOL30BaTE 1IpH PCTHCTPallH Ha hopymax u CaHTax;

7. He orkphipaii baitibr u APYTHE BIOXEHHA B NHCBMax AQKE €CNH OHM mpuuy o
TBOHX npyseit. Jlyume YTOUHH Y HAX, OTNpaBIANH 1H onH Tebe 3TH (anmr;

8. Ho;nc OKOHYaHUA paboTel Ha NOYTOBOM cepaHce HEPEn 3akpuiTHem BKJIAIKH ¢
CaHTOM He 3a6yab Haxarr, Ha «Bsriitay,



Kubepbyunumz 1y supmyanvnoe uzdesamenscemeo

Kubep6ynmuer — peciegoBane coodmenuamy, ColepXalMMu OCKOpGneHus,

arpeccrio, sanyrusanmue; XYTHIaHCTBO; CoLHaTLHOe Oo¥ikoTHpOBarKe ¢ TTOMOImIBIO pa3nuuypry
HHTEPHET-CEePBHCOB,

OcHoBIBIe COBeTH 110 Gopebe ¢ kuGepByamauron:

1. He 6pocatica s Goj. Jywuimit cnoco6: TiocoBeTOBaTLCH Kak cebs pecTy H, €C/iH Her
TOrO, K KOMY MOXHO 00paTHTECA, TO BHAuane YCIOKOUTbCA. Ecnu T nawmern,
OTBEHaTh OCKOPOIEHHSMH Ha OCKOPGIeHHS, TO Topko €me Gonewe pasosxoxenry

2. Ynpasnsii cpoeit kuGeppenytanueit:
3. AHoHumHOCTS 3 CeTH MHHMag, Cymecrayior CrOCOGBI BBIACHUTL, kTo CTOMT 3a
AHOHHMHBIM aKKayHTOM;

4. He crour BECTH XYIHIaHCKHIT 06 43 BUPTY&IbHON %U3HY, Wnteprer HKCHpYyeT Bce
Y P PTY

0. Hrropupyi COHHAHYHBIH  HeraTup. Onnopasossle OCKOpOMTENbHBE Coo0menns
JIyH1le HTHOPHpOBaTp, O6sruno arpeccus npekpamaercs pa HaYaIbHON cTaguy;
7. ban arpeccopa. B nporpammax 0bmena MIHOBEHHEIMK Coo0LIeHHAMY, B COLHAIbHBIX

8 Ecmum Tm CBHACTENL  knbepOymnpnra, Tsou nesterpuy: BRICTYIHTE  npotup
NMpecienoBarens, rokasarg €MY, HYTO ero pedcTuy OLCHUBAIOTCS HET&THBHO,
MOMZIepkate  xkepray, KOTOpPOH HyxHa [ICHX0JI0THYecKay noMoms,  coobuguTs
B3POCIbIM 0 ¢akte arpeccusrorg NOBEJICHHS B ceTy,

Mobunoru meneghon

CoBpemennpre CeMapThorer u [7aHWeTsl  comepkar g cebe Brnonme B3pOCpi
t})ymcuaouan,_ H Teneps oum MOIYT KOHKYpPHpOBaTh co CTallMOHaPHEIMHI KOMIEIOTEpamy,
Onmaxo, CPCACTB 3alMTEL 11y NOAO0HBIX yeTpoiicTs TIOKa OYeHs Majio, Tecruposanne H NOHCK

YASBUMOCTEH B HHX Tponcxout HE Tak HHTeHCHBHO, Kkak jig I1K, 70 e camoe KacaeTcs p
MOGHABHBIX IIPHIIOKe M,

OBPCMEHHEBIE MOﬁHJinbiC 6pay3cpm YiKe [IpaKTuyecku HOTHau HaCTo/IbHEIe aHasory,

B
OHAaKO pacimmpenne DynKUHOHANE Breyer 3a co6oi Goxbmyio CIOKHOCTE M MeHbuIyIo
3AIMHINECHHOCTE.

Hauteko ne pee [IPOH3BOMTETH BLIMYCKAIOT 00HOBCHHS, 3aKPBIBAIOLIME KpHTHYeCKye
YA3BUMOCTH 17151 CBOMX YCTpoiicT,

. Hnmuero me spngercy 1O-HacToAmeMy GecnnaTupny Byze ocropoxen, BeIb Korua
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5. He 3arpyxai MpuIOKeHHs 0T HEM3BECTHOTO HCTOYHHKA, BEJIb OHH MOTYT COJIEPKaTh
BPEIOHOCHOE ITporpamMMHoe obecneyeHne;

6. Ilocie TOro xak Thl BLIAZEWE ¢ caiTa, riae BBOAMJ JIHYHYIO HHGOpMALIHIO, 3aii1H B
HacTpo¥iky Opay3epa 1 ynamu cookies;

7. llepuonuyecky nposepal Kakue [UIATHBIE YCIYTH aKTHBHPOBAHE! HA TBOEM HOMEPE,;

8. Jlapail cpoif Homep MOOHNLHOrO TenedoHa TOJABKO JIIOLIM, KOTOPBIX THl 3HAEMb H
KOMY J0OBEpACLUB,

9. Bluetooth pomxer ObITh BBIKIIIOYEH, KOTJA TBl KM HE Moab3yeuiscs. He 3alppait
HHOTZa NPOBEPATH 3TO.

Online uzpuwt

CospemenHble OHNARH-WIPBl — 93TO KpPacoYHble, 3aXBATBIBAIOLIME pa3BIICUSHMA,
OOBENMHAIOLINE COTHH THICHY YENOBEK MO BeeMy MHpPY. MIPDOKH HCCNIeNyIOT NaHHBI UM MUp,
obLaroTes IPYr ¢ APYIoM, BBIMOAHSIOT 3a4aHHS, CPAXKAIOTCH C MOHCTPAMH H MOJIYYAIOT OIbIT.

3a yI0BOMBCTBHE OHHM NNATAT: NOKYNAKOT AHMCK, OIUIAYHBAIOT abOHEMEHT WM HPHOGpeTaloT
KaKHe-TO OIILHH.

Bee otu cpeactsa uayT Ha nojdepiKaHHe H Da3sBHTHE HIPH, @ TAKXKE Ha camy
Be30macHOCTh: COBEPIICHCTBYIOTCA CHCTEMBl ABTOPH3allHHM, BBLITYCKAIOTCH HOBBIE NaTuH
(undpoBbIE 3aILTATKM VT4 NPOrPaMM ), 3aKPHIBAIOTCA yS3BHMOCTH CEPBEPOB.

B noaoGueix HTpax CTOHT OnacaTbCd HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaKH
TBOCTO NapoJig, Ha KOTOPOM OCHOB4HA CHCTEMA dBTOPHU3ALIUH fonblUMHCTBA HID.

OcHOBHEIE COBETHI IO HE30MACHOCTH TBOETO HIPOBOTO AKKAYHTA!

1. Ecnu apyro#i urpok eenet ces 010X0 MK co31aeT Tebe HENPUATHOCTH, 3a6TOKHPYH
€ro B CITHCKE HIPOKOB;

2. [loxamyficda aIMHHHCTPaTOpaM HIPel Ha I[UIOXO€ [OBeACHHE JITOrO HIpOKa,

KEJIATC/IbHO IPUIOKHUTD KAKHE-TO NOKA3aTE/bCTBA B BHAE CKPHHOB,

He ykassisail 1n4y10 RHGOPMAIIHIO B podajine Hrpsl;

VYBaxai IpyruxX Y4aCTHHKOB 110 HIpE;

He ycranapnupail HeodrumalbHble NATYA ¥ MO,

Hcnonmb3yit cnoixHbIE U pasHbIE [1aDOIH,

Haxe BO BpeMs MIPbI HE CTOMT OTKIIOYATH aHTHBHMpYC. [loka THI Wrpaems, TBoH
KOMITBIOTEP MOTYT 38Pa3UTh.

= Onen: & L)

Duuiune U KpAICa AULHBIX OAHHBIX

OOGLIYHOH Kpacel eHer M. IOKYMEHTOB CCTOJAHA YK€ HUKOrO He YAWBHIIb, HO C

PasBUTHCM : HHTCPHCT-TEXHOJOIUHA 3TOYMBILUICHHHKH  TIEPEMECTHNHCE B HUHTEPHET, H
HIPOJODKAIOT 3aHUMATLCS «JIIOOHMBIMY JICTIOM.

Tax nospuiack HOBas yrposa: HHTEPHET-MOLICHHEYECTBA H.IH (MK, rIaBHAs nens
KOTOPOro COCTOHT B MOJIYHYCHHH KOH(MEHUHANbHLIX JAHHBIX I10/1B30BaTeNell — JOTHHOB M

naposielt, Ha anramiickom sispike phishing unraercs kax ¢uwunr (ot fishing — pribuas noss,
password -— 1apoJs).

OcHoBHbIE coBETH 110 Gopbbe ¢ hHIHHTOM:

1. Crenn 3a cmomm aKKayHTOM. Ecim Tel mojgo3peBaeins, YTO TBOA aHKeTa Gbula

B3/IOMAHE, TO HEOOXOZMMO 3a610KHpOBATH €€ W COOGLIMTH aIMHUHHCTPATOpaM
pecypca 06 3ToM Kak MOXHO cKopee,



2. chonbayﬁ Beszonacesle Beb-caiiTii, B Tom HHCTIE, HMHTEPHET-MarasHHOB §
MTOMCKOBBIX CHCTEM;

Henomuayit cnoxasie u pasubie naponu. Takum oOpaszom, ecin Tebs B3JIOMAOT, TO
3TMOYMBIHUICHHHKH TO/Ty4aT JOCTYIT TOIBKO K OLHOMY TBOEMY NPOQHIIO B CETH, a He
KO BCeM;

4. Ecam Tebs B3anoMald, To HEOOBXOIAMO UPEAYNPENHTE BCEX CBOMX 3HAKOMBIX,
KOTOpbIC J004B/ICHbI ¥ Tebs B APY3BAX, O TOM, UTO TeOA B3jOMaIH H, BU3MOXCHO, OT
TBOEIO HMEHM BYIET PACCLLIATLCA CTIAM W CChUIKH Ha (QHUIHHrOBbIE CalTHI,
Veranosn Haaexusd napons (PIN) Ha MoOHIBLHBI Tenedos;

OTkimroun coxpanenue napons B Gpayaepe;

He orkpoisait daiiner u JAPYTHC BIIOXEHHS B [IMCbMAX JaXe €C/IH OHH NPHLUIA OT
TBOWX npy3edt. Jlyume yTounu y Hux, OTIIPABIAIA JIH OHH Tebe 3Tu daiisl.

(W8]
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Hughposas penymayus

Ludposas peryrauns - 91o neratussas wim [I03HTHBHAS WHOOPMALHA B CeTH o Tebe.
Komnpomerupyiowas HubopMaLus pasmelueHHas B HHTEPHETE MOXET CephesHbM 00pazom
OTPa3sHTLCA HA TBOCH PEANbHOH KU3HH. «Iludpopas penyrauua» - 310 TBOI HMHIK, KOTOPBIN
dopmupyeTes 13 HEGOpMaLKH 0 Tebe B HUHTEpEHETE,

I'Boe mecTo sxmnTenberBa, yuelnl, Thoe (hrHarcoBoe nonoNeH e, 0CoBeHHOCTH Xapakrepa
H PACCKA3bI 0 DIM3KMX — BCE 9TO HAKAIIMBACTCH B CeTH.

MHorKe moupoCTKH JErkoOMBICTIEHHO OTHOCHTCS K nyONMKaLEY JIHYHOH HHPOPManKH B
METepHeTe, He NOHMMas BOSMOKHEIX MOCTEACTRHH, Thi A@KE HE CMOXKELIb NOTAlaThes O TOM,
410 doTorpadus, pasmerennas 5 et Hasal, cTajna Npu4YMHON OTKA3a NMPUHATE Tebs Ha pabory.

Koamemapun, Pa3MCLICHHC TBOWX (ororpadmiit u apyrue nmeficTeus MOI'YT He
HCHESHYTL JI@KC MOCNE TOro, KaK Thl WX yAanumb. Thi He 3HACLb, KTO COXPAHHI 3Ty
HHGOPMALHIO, Nonana 1 oua B TOHCKOBbIC CHCTCMBI H COXPAHMIIACH JIH OHA, & [JIaBHOe: YTo
nofymMaroT o Tebe OKpyXalomee Mo, KOTOphIe HARAYT U yBUAAT 3T0. Haittu nubopmammio
MHOIO JIET; CIyCTS CMOXET M000H — kax us 100peIx MoGyxaeHuHN, Tak M C HaMepeHuem
HNPUIHHHUTS BPEMl. DTO MOXET ObITb KTO YTOHO.

OcHoBIBIE COBETHI 110 3aiHTe LM poBoO# penyTanuu:

1. IMoxymait, npexne yem uTo-10 myOMMKOBaTL M nepenasath y cebs B Giore HIIH B
COLHTHHOM ceTH;

2. B nacrpoiikax MPOQUIIA YCTAHOBH OrpaHHYeHUs Ha IpOCMOTP TBOEro npohuns u ero
COACPIKHUMOro, caenait ero TOIbKO «uis Ipy3ein;

3. He pasmemuaii u He ykasemaii HH(OPMANMIO, KOTOPAaA MOKET KOro-1460 OCKOpONATE
HITH 0BHXKATS.

Aemopckoe npaso

CoBpeMeHNbIE WIKONBHHKH— AKTHBHbBIC HOJIR30BATENIH  LIHGPOBOTO  1POCTpaHCTEa.
O/Hako naneko He Bee 3HAKOT, 4TO 1I0/1L30BAHNE MHOTHMH BO3MOKHOCTAME undpororo mMupa
Tpebyer cobmoaenus 11PaB Ha HHTENCKTYANBHYIO COOCTBEHHOCTD,

TC}JMHH ((HH'I‘E."I.'!CKTYBJIBH&H COOCTBEHHOCTBY OTHOCHTCA K PasM4HEIM TBOPEHHUSM
HEJIOBEYECKOIO ¥Ma, Ha4uHHas ¢ HOBBIX M306p€TEHHﬁ ¥ 3HAKoB, 0603HaanOUIHX COGCTBCHHOC'I‘I;

DA TNPOAYKTHL M YCIYrH , M 3aKauuuBpas KHATaMK,  QoTorpaduame, Kumopuibmamu u
MY3BIKQ/ILHKIMH [TIPOHU3BEACHHAMH .



ABTOPCKHE [paBa — 3TO MpaBa Ha HHTC/UICKTYATbHYIO COOCTBEHHOCTE HA IPOH3BELCHHS
HaYKH, JI1TEPaTYPbl H HCKYCCTBA. ABTOPCKHE NPABA BLICTYIIAIOT B KAYECTBE rapaHTHH TOrO, YTO
HHTCIUIEKTYIbHbIA/TBOPYECKHH TPYA aBTOpa He Gyner HAIPacHbIM, J4CT €My CIpaBeUIMBbIC
BO3MOXHOCTH 3apalboTaTh Ha pesyipTarax cBOEro Tpyna, TOTYYHTh U3BECTHOCTE H NPH3HAHHMC.
Huxro Ges paspelierus asropa se Moxker BOCIIPOM3BOAXTE €I'0 IIPOH3BE/ICHHE, PACIIPOCTPAHSATS,
NyOJIHYHO  IeMOHCTPUPOBATS, NpoaBate, HMIOPTHPOBATH, MYCKATh B MPOKAT, IyGIHYHO
HCTIOJTHATE, NOKA3BIBAT/HCTIONHATE B 3UPE Wik PA3MEILaTh B Hureprere.

Hcnoue3oBanne «iuparckoron pOrpaMMHOT0o 00ECTIEUCHHS MOXKET IIPHBECTH K MHOTHM
PHCKaM: OT IIOTCPH NaHHBIX K TBOMM aKKAYHTAM 10 GNOKHPOBKH TBOErO ycTpoHcTEa, rue
YCTGHORJICHHbIH He seranbHas nporpaMma. He CTOMT Takke 3aDBIBaTh, 4TO CyLIECTBYET
JIeraTbHbIE H GeCIIIaTHBIE IPOrPamMMbl, KOTOPHIE MOKHO HANTH B CeTH.

O nopmane'

Cerennyok.pd - TBOH riaBHBIA CcOBETYHK B CeTH. 34ech Tl MOXKEWL Y3HATH 0
Ge30macHOCTH B CeTH MOHATHEIM H AOCTYTTHBIM A3BIKOM, @ IPH BO3HHKHOBEHHH KPHTHYECKOM
CHTyallHd 00paTHTBCH 33 COBETOM, A TakKe NPHHATE Y4aCTHE B KOHKYPCAX H CTATH CAMBIM
LH(DPOBEM rpak1aHHHOM!




[Ipuaoxenue Ne3. Mamsitka nis poauteeii 00 nudopmaunonnoit 6esonacuocTn geTeil

Onpenenesne  Tepmuna «HHPOPMauMOHHaT Ge30NaCHOCTD  meTein COIEPIKHTCA B
$enepanbrom 3akore Ne 436-03 «O 3aHTE AETCH OT HHGOPMALKMK, NPHUHHAIOmeH Bpes HX
340POBBHY H Pa3BHTHIOY, PEryJIHPYIOLLHM OTHOLUICHHS, CBS3aHHLIE C 3aLIATOH aere or
HHOPMALIKH, IPHYHHSIOMEH BPpe HX 3710pOBBIO ¥ (1K) pasBuTHIO. CornacHo AAHHOMY 3aKOHY
«HHDOPMAUMORHAS Ge30LACHOCTh JeTelty - 910 COCTOAHHC 3ALMMIUCHHOCTH, [pH KOTOpOM
OTCYTCTBYCT PHCK, CBA3aHHBIH C [PHYHHEHHEM HH(OpMALKMelt Bpela HX 3IOPOBBIO (Him)
busnueckoMy, nenxuueckomy, AYXOBHOMY, HPABCTBEHHOMY PasBHTHIO.

B cuty ®enepamshoro sakoma Ne 436-03 HH(OpMalHeH, npuuHHSIOmEf Bpen

SHOPOBBIO  (MJIH) Pa3sBHTHIO IeTel, ABIAeTCS:

. uEpOpmMalus, 3alIpenICHHAs ISl PACTIPOCTPaHeHHUS CpeoH JeTeH;
2. undopmalus, pacnpocTpaneHue KOTOpOH OrpaHUYeHO cpenun

ACTEH  OTIpele/IeHEBIX BO3PACTHAIX KaTeropui.

K uadopmannn, 3AUPCIICHHOR A/IA PACIPOCTPAREHHUS CpeaH NeTeH, OTHOCHTCH:

4. undopmanus, nobysxuaomas JeTedl K COBEpLIeHHIO ACHCTBHM, IpeaCTaBIKIONHX
YTPO3Y HX XXH3HH W (H.H) 310POBBIO, B T.u. TIPHYHHCHHIO BPE/la CBOEMY 3/10pOBBIO,
camMoyOuHcTBY;

5. cnocoBHOCTL BhI3BATS Y ACTeH skenauwue ynorpeSuts HApKOTHYCCKHE CpencTha,
NMICHXOTPOUHBIE W (MIM)  O4ypMaHHBAIOLIHE BCIlecTBa, rTabaunble u3nenus,
allKOI'OJIBHYIO | CIAPTOCOACPXKAILYIO  NPOAYKUMIO, TIMBO o HAIHTKH,
H3IrOTABIUBAEMbIE Ha Cro OCHOBC; IPHHATE Y4YacTHE B a3apTHLIX HIpax, 3aHAMaThCs
[IPOCTHTYLHEH, OPOIAKHHYECTROM MHTH NOTIpOMIAHHHYECTBOM;

6. ofocHoBbIBatOMAs  uy OTIpaB/LIBAIOIIAA  OMYCTHMOCTh HACHIHS H (nmn)
AeCTOXOCTH 1100 n06yXKIawmas oCyecTRISTS HAaCHJIECTBCHILIE ACHCTBHS no
OTHOIUCHHIO K TIOJIRM H KUBOTHBIM:

7. OTpHUAIOAA ceMEHHbIE 1eHHOCTH u opMHpYyIOIas HeyBakeHHe K PORMTENAM H
(H/IH) APYTUM wWieHam CCMbH;

8. onpasaeiBaromas NPOTHBONPABHOE [10BEACHHE;

9. couepxkaias HENEH3YPHYI0 Gpans,;

10. copepraias unpopmaunio TOPHOTpadHYeCKOro XapaxTepa.

e

K undopmanum, PACTIPOCTPaHeHHE KOTOPOH OrpaHHYeHo CPeaH ICTEH OIpeNeNeHHOro
BO3pacTa, OTHOCHTCS:

. mAdopmanns, npencrasnsemas B BHAC H300paKeHUs HIM OMUCcAHMs KECTOKOCTH,
(Gusnveckoro wu (M)  neuxuyeckoro HaCHIIMs, HPECTYNIEHHS WM HHOro
aHTHOOIEeCTBeHRO O neHcTeus; .

2. BBBBIBAIOIIAN Y Aereli crpax, ykac win IaHUKY, B T.Y. NpeAacTaBiseMas B BHIE

H300paXKeHUs MM onHcanus B YHWXKQOLICH dYeroredeckoe AOCTOHHCTRO tbopme
HCHACWIILCTBEHHOH cMepTH, 3abonesanusy, caMoyOuiicTBa, HecyacTHOro ciayyag,
ABAPHH H.IH KatacTpogbl i (MIH) HX MOCIENCTBHH;

[IpCACTaB/IsieMan B BHje H300PaXKEHHA HIIM ONHCAHUS TTONIOBBIX OTHOLIEHHEH MEXIY
MYXKUHUHON H XKEeHUIHHON;

CoAeprawas OpaHHble C.108a U BHIPAKEHUS, He OTHOCAIINECA K HELCH3YDHOH Gpany,

(7% ]

4.

C yuerom storo Bam lIpe/Iaraiores npasuia paGoThl B cetu Hureprer ana pasmuumsx

BO3DACTHBIX KaTeropwi, cobmoacuue KOTOPBIX NO3BONMT obecneynTs HHQ)OpManHOHnyo
Oe3onacHocTs BAIIIMX JeTei,

Obugue npasusa ois Podumeinen




